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Introduction
Networking is the practice of connecting computers and devices to share resources, data, and services. In the modern workforce, understanding how data moves across a network is an essential skill for any IT professional. This guide covers the foundational structures, hardware, and protocols that power global communication and serves as a foundation for certifications such as CompTIA Network+4.

1. The OSI Model: The Seven Layers of Communication
The Open Systems Interconnection (OSI) model is a conceptual framework used to understand how data moves across a network. It breaks the complex process of networking into seven manageable layers.
	Layer #
	Layer Name
	PDU (Data Unit)
	Description & Key Functions

	7
	Application
	Data
	The layer closest to the user (HTTP, FTP, SSH)5.

	6
	Presentation
	Data
	Handles data formatting, encryption, and compression (SSL/TLS)6.

	5
	Session
	Data
	Manages connections and sessions between applications.

	4
	Transport
	Segments
	Ensures reliable delivery via TCP or speed via UDP.

	3
	Network
	Packets
	Handles logical addressing (IP) and routing77.

	2
	Data Link
	Frames
	Physical addressing (MAC) and switching888.

	1
	Physical
	Bits
	Physical hardware, cables, and electrical signals9.



2. The TCP/IP Suite: The Practical Standard
While OSI is a theoretical model, TCP/IP (Transmission Control Protocol/Internet Protocol) is the actual protocol suite used for the Internet. It simplifies the OSI model into four layers:
· Application Layer: Combines OSI layers 5-7 (HTTP, DNS, FTP).
· Transport Layer: Manages end-to-end communication and reliability (TCP/UDP).
· Internet Layer: Defines IP addressing and path selection (Routing).
· Network Access Layer: Combines OSI layers 1-2 (Ethernet, Wi-Fi).

3. IP Addressing: IPv4, IPv6, and Assignment
Every device on a network requires a unique numeric label known as an IP Address to communicate.
· IPv4: A 32-bit address format (e.g., 192.168.1.1).
· IPv6: A 128-bit address format designed to replace IPv4 due to the exhaustion of available addresses.
DHCP (Dynamic Host Configuration Protocol)
· Definition: Automatically assigns IP addresses to devices when they join a network.
· The DORA Process:
1. Discover: Client looks for a DHCP server.
2. Offer: Server offers an available IP.
3. Request: Client asks to use that IP.
4. Acknowledge: Server confirms the lease.
Static IP Addressing
· Definition: An IP address that is manually configured and does not change.
· Use Case: Essential for infrastructure like Servers, Network Printers, and Routers so they can always be found at the same address17.

4. Reliable Communication: The Three-Way Handshake
For two systems to establish a reliable connection, they use the TCP Three-Way Handshake:
1. SYN (Synchronize): The client requests a connection with the server19.
2. SYN-ACK (Synchronize-Acknowledgment): The server acknowledges the request and replies20.
3. ACK (Acknowledgment): The client confirms the connection is established21.

5. Critical Networking Protocols and Ports
Protocols define the rules for communication. Identifying them by their Port number is vital for network management and security.
	Protocol
	Port
	Description

	SSH
	22
	Secure, encrypted remote access24.

	DNS
	53
	Translates domain names to IP addresses25.

	HTTP
	80
	Foundation of data communication for the web26.

	HTTPS
	443
	Secure, encrypted web communication272727.

	RDP
	3389
	Microsoft Remote Desktop Protocol for graphical access.



6. Network Infrastructure and Security
· Routers: Direct traffic between different networks and the internet.
· Switches: Connect multiple devices together within a single LAN.
· Firewalls: Filter and protect traffic based on security rules.
· VLANs (Virtual LANs): Logically segment a physical network for better security and performance.
· DMZ (Demilitarized Zone): An isolated subnetwork that protects the internal network by housing public-facing services.

7. Career Pathways
As noted in our New Horizons Tech Recovery curriculum, networking fundamentals are the gateway to several IT roles:
· Network Administrator: Manages and secures LAN/WAN environments34.
· Systems Engineer: Designs and maintains complex IT infrastructure35.
· Network Engineer: Specializes in high-level routing, switching, and architecture.

Key Takeaways
· Networks enable sharing: They allow for the exchange of data and resources across distances.
· The OSI Model is the blueprint: It helps technicians troubleshoot where a failure is occurring.
· Standardized rules: Protocols and IP addressing ensure that diverse devices can communicate.
· Security is proactive: Using firewalls, encryption, and segmentation protects the integrity of data.

Review Questions
1. Name the seven layers of the OSI model in order from Layer 7 to Layer 1.
2. Explain the difference between a Router and a Switch.
3. What are the four steps of the DORA process in DHCP?
4. Describe the steps in the TCP Three-Way Handshake.
5. Why is IPv6 being implemented to replace IPv4?
6. What port is used for Secure Shell (SSH) communication?

