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Security Fundamentals
Introduction
Security Fundamentals introduces the essential principles, technologies, and practices that protect digital systems and data from threats.
Cybersecurity is now a baseline skill — not just for IT professionals, but for anyone who handles information, manages infrastructure, or interacts with connected devices.
Modern networks face daily attacks. Understanding threats, system hardening, and security best practices is the first step toward defense and the foundation of certifications such as CompTIA Security+.

1. The Role of Cybersecurity
Cybersecurity is the discipline of protecting computers, networks, and data from unauthorized access, disruption, or destruction.
Its objectives are defined by the CIA Triad:
· Confidentiality: Only authorized individuals can access information.
· Integrity: Data remains accurate and unaltered.
· Availability: Systems and data are accessible when needed.
A fourth concept is often added — Non-Repudiation, which ensures actions (like logins or transactions) cannot be denied later through verification and logging.

2. Threat Landscape and Types of Attacks
Threats can be technical, physical, or human-based, and each requires specific defenses.
Malware vs. Virus: Understanding the Difference
Malware is any software intentionally designed to harm, exploit, or compromise a system.
A virus is a type of malware that attaches to legitimate files and spreads when those files are executed.
Common Malware Categories
	Type
	Description
	Example

	Virus
	Infects host files and replicates when opened or shared.
	W32/Virut

	Worm
	Self-replicates through networks without user action.
	Conficker

	Trojan Horse
	Masquerades as legitimate software while performing malicious acts.
	Fake “antivirus” programs

	Spyware
	Monitors user activity and sends information to an attacker.
	Keyloggers

	Adware
	Displays unwanted ads; can redirect browser activity.
	Browser hijackers

	Rootkit
	Hides its presence and provides admin-level control.
	Zeus Trojan

	Ransomware
	Encrypts files and demands payment for restoration.
	WannaCry, LockBit

	Logic Bomb
	Malicious code triggered by an event or date.
	“Time bomb” scripts

	Backdoor
	Secret access created by developers or attackers.
	Remote Access Trojans (RATs)



3. Social Engineering and Human Exploitation
Technology can be patched; human behavior cannot.
Social engineering uses manipulation and deception to trick people into revealing sensitive data or granting access.
Common Social Engineering Techniques
· Phishing: Fraudulent emails impersonating trusted sources.
· Spear Phishing: Targeted phishing toward specific individuals.
· Whaling: Phishing aimed at executives or VIPs.
· Vishing: Voice-based phishing using phone calls.
· Smishing: Phishing through SMS/text messages.
· Pretexting: Creating a believable scenario to extract data (“IT needs your password”).
· Baiting: Offering fake incentives or free downloads containing malware.
· Tailgating/Piggybacking: Following authorized staff into secure areas.
· Dumpster Diving: Retrieving sensitive info from discarded documents.
Human Weaknesses Exploited:
· Authority: Pretending to be a superior or official.
· Urgency: Creating pressure to act quickly.
· Greed: Offering free rewards or access.
· Fear: Threatening negative consequences.
Defense Against Social Engineering
· Provide regular, realistic security awareness training.
· Verify identities before sharing sensitive info.
· Never bypass policy for convenience.
· Encourage immediate reporting of suspicious behavior.

4. Network Security Basics
Network security focuses on controlling access and monitoring traffic to prevent intrusion.
TCP Three-Way Handshake
The three-way handshake establishes reliable communication between two systems:
1. SYN – Client requests connection.
2. SYN-ACK – Server acknowledges and replies.
3. ACK – Client confirms connection.
Understanding this process is vital for identifying network-based attacks like SYN floods.
Key Network Protections
· Firewalls: Filter incoming and outgoing traffic.
· Intrusion Detection/Prevention Systems (IDS/IPS): Detect or stop attacks in real time.
· VPNs (Virtual Private Networks): Encrypt remote connections.
· Network Segmentation: Separate critical systems from public or guest networks.
· DMZs (Demilitarized Zones): Isolate public-facing servers from internal networks.
· Port Security: Restrict switch ports to known MAC addresses.

5. Encryption and Cryptography
Encryption protects confidentiality and integrity by converting plaintext into unreadable ciphertext.
Core Cryptographic Concepts
· Symmetric Encryption: Same key for encryption and decryption (e.g., AES, DES).
· Asymmetric Encryption: Key pair (public/private) for secure exchange (e.g., RSA, ECC).
· Hashing: One-way transformation used for verifying integrity (e.g., SHA-256).
· Digital Signatures: Ensure authenticity and non-repudiation.
· Public Key Infrastructure (PKI): Framework for managing encryption keys and digital certificates.
Real-World Uses
· HTTPS websites: Encrypt communication via TLS.
· File encryption: BitLocker, VeraCrypt.
· Email encryption: PGP or S/MIME.
· Password storage: Salted hashes for secure verification.

6. Authentication, Authorization, and Accounting (AAA)
AAA defines how systems verify users, grant access, and track activity.
· Authentication: Confirms identity (passwords, biometrics, MFA).
· Authorization: Grants appropriate permissions.
· Accounting: Logs and monitors user activity.
Security Practices
· Enable Multi-Factor Authentication (MFA).
· Apply Least Privilege — minimal necessary access.
· Disable or remove inactive accounts.
· Centralize authentication (Active Directory, LDAP, RADIUS).

7. System Hardening and Patch Management
Hardening reduces a system’s attack surface by securing its configuration and environment.
Steps to Harden Systems:
1. Remove unused software and services.
2. Disable unnecessary network ports.
3. Keep OS and applications fully patched.
4. Enforce complex passwords and lockout policies.
5. Enable firewalls and endpoint protection.
6. Configure secure auditing and logging.
7. Restrict administrative privileges.
8. Encrypt sensitive data at rest and in transit.
Patch Management Best Practices
· Maintain an inventory of all systems and versions.
· Test patches before deployment.
· Automate updates through WSUS, SCCM, or Ansible.
· Schedule regular maintenance windows.
· Document all updates for compliance.

8. Security Tools and Defensive Technologies
Common tools every administrator should know:
· Wireshark: Network traffic analysis.
· Nmap: Port scanning and network discovery.
· Metasploit: Penetration testing framework.
· Snort/Suricata: Intrusion detection systems.
· Nessus: Vulnerability scanning.
· Sysmon/OSSEC: Host-based intrusion monitoring.
· SIEM Systems (Splunk, Graylog): Aggregate and analyze security logs.

9. Incident Response and Recovery
Even strong defenses can fail — every organization must prepare to respond.
NIST Incident Response Phases
1. Preparation: Train staff, establish procedures.
2. Identification: Detect and confirm an incident.
3. Containment: Isolate affected systems.
4. Eradication: Remove malicious components.
5. Recovery: Restore clean systems and verify.
6. Lessons Learned: Document and improve defenses.

10. Security Policies and Governance
Policies guide how security is applied consistently.
Core Policies
· Acceptable Use Policy (AUP)
· Password and Access Policy
· Data Classification and Retention Policy
· Remote Access and BYOD Policy
· Incident Response Policy
Frameworks like NIST, ISO 27001, and CIS Controls standardize best practices and provide measurable benchmarks.

11. User Awareness and Training
End users are often the weakest link — but can become your strongest defense.
Training Topics
· Recognizing phishing and scams
· Safe password creation
· Responsible device and email use
· Reporting suspicious activity immediately
· Practicing secure remote work habits
Consistent education builds a culture of vigilance and shared responsibility.

Key Takeaways
· Security is an ongoing, layered process combining people, processes, and technology.
· Malware is a broad term — viruses, worms, and Trojans are specific types.
· Social engineering exploits trust, emotion, and urgency.
· Encryption, MFA, and segmentation protect critical data.
· Regular patching and system hardening close common attack vectors.
· Incident response, documentation, and user education are vital for resilience.

Review Questions
1. What are the three core goals of the CIA Triad?
2. Define malware and explain how it differs from a virus.
3. Name three common types of malware and how each spreads.
4. Describe five social engineering techniques and their prevention methods.
5. What are the steps in the TCP three-way handshake?
6. Compare symmetric and asymmetric encryption.
7. Explain the purpose of the AAA framework.
8. List five steps involved in system hardening.
9. What are the phases of the NIST incident response process?
10. Why is user awareness training critical for organizational security?


